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ABSTRACT

State-sponsored cyber attacks are highly impactful because they are carried out to achieve pre-planned goals. As a
defender, it is difficult to respond to them because of the large scale of the attack and the possibility that unknown
vulnerabilities may be exploited. In addition, overreacting can reduce the availability of users and cause business disruption.
Therefore, there is a need for a response policy that can effectively defend against attacks while ensuring user availability.
To solve this problem, this paper proposes a method to collect the number of processes and sessions of defense assets in
real time and use them for learning. Using this method to learn reinforcement learning-based policies on a cyber attack
simulator, the attack duration based on 100 time-steps was reduced by 27.9 time-steps and 3.1 time-steps for two attacker
models, respectively, and the number of “restore” actions that impede user availability during the defense process was also
reduced, resulting in an overall better policy.
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Fig. 2. Diagram illustrating the observations and actions of each participant in the cyberattack
simulator. Action proceeds in follow order: defender agent, green agent, attacker agent. The defender
selects actions based on the learned algorithm, while the attacker agent and the green agent act

according to predefined policies.
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Fig. 3. Examples of availability state changes due to the actions of three types of actors
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